


FRAUD-MAGAZINE.COM      MARCH/APRIL 2018      FRAUD MAGAZINE      31

“Betrayer,” “rat” and “snitch”
are among the 16 terms Merriam 
Webster’s Thesaurus offers as syn-
onyms for “whistleblower” (tinyurl.
com/y7ng6y3f). The other 13 are just 
as negative; not even one is neutral, 
much less positive. It’s the kind of uni-
form disapproval you’d expect in syn-
onyms for “villain.” And these aren’t 
just words in a book; they’re mani-
festations of beliefs that incite and 
legitimize retaliation for perceived 
breaches of trust.

So, when someone in a position of authority characterizes whistle-
blowing as treachery, it unleashes powerful forces that coerce all but the 
most determined individuals into silence. Blowing the whistle truthfully 
is no defense when you’re marked as a traitor. Those brave enough to 
speak out sometimes pay for it with their lives.

Witness the fate of Daphne Caruana Galizia, the Maltese inves-
tigative journalist assassinated by an unidentified car-bomber. (See 
“Malta Car Bomb Kills Panama Papers Journalist” by Juliette Garside, The 
Guardian, Oct. 16, 2017, tinyurl.com/ybabrkxw.) “The situation is desper-
ate,” Caruana Galizia wrote on “Running Commentary” (tinyurl.com/
y8pjs2qr), her anti-corruption blog, an hour before being blown to bits.

For years, whistleblowers in Malta — who had no other way to expose 
fraud — told Caruana Galizia about foreign and domestic politicians, 

Fraud Magazine recently spoke 
with veteran CFEs Ján Lalka in the 
Czech Republic, Jonathan T. Marks 
in the U.S. and Sean McAuley in 
Scotland about how fraud examin-
ers can help organizations develop 
secure, workable whistleblowing 
programs. This article explains 
why they’re essential and, in some 
cases, a matter of life and death.

Quick fact
In only six EU member 
states did a substantial 
majority of respondents 
say that whistleblowing 
is socially acceptable: 
Portugal, Germany, 
Italy, the UK, Sweden 
and France.

— According to Transpar-
ency International’s “People 
and Corruption: Europe and 
Central Asia” (tinyurl.com/
yatua2rr, page 28). 
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com/ya32jlrl.) And that makes it hard to 
reduce corruption where the government 
commits or permits it.

SOME NATIONS FARE BETTER
Elsewhere, countries with a longer his-
tory of democracy encourage whistle-
blowers to come forward. Businesses 
that neglect signs of fraud usually pay 
the price when it comes to light. Excuses 
generally don’t protect them from fines 
or even prosecution. So, not being hos-
tile to whistleblowers isn’t enough; busi-
nesses must actively support them. That 
means giving employees, suppliers and 
others good reason to believe that trust-
worthy company officials will maintain 
whistleblowers’ confidentiality, promptly 
investigate their reports and take action 
as necessary, including notifying law en-
forcement where appropriate.

“Transparency and swift response 
are key elements in an effective 
whistleblowing program,” says 
Jonathan T. Marks, CFE, CPA, 
partner of the Forensic, Litigation 
& Valuation practice at Baker Tilly, 
an accounting and advisory services 
firm with headquarters in Chicago.

With more than three decades of 
experience investigating corruption 
and other frauds, Marks took particular 
note of the 2015 directive then-U.S. 
Deputy At-torney General Sally Yates 
issued to U.S. attorneys on investigating 
corporate mis-conduct (tinyurl.com/
nyv6jyu). “Known simply as ‘the Yates 
memo,’” Marks says, “it instructed 
federal attorneys to prosecute 
individual executives who knew or 
should have known of wrongdoing 
but failed to disclose all relevant 
facts to the government, regardless of 
whom they implicate.”

Also, provisions in the Dodd-
Frank Act (tinyurl.com/ybtb6v5a, pages 
5ff) and the Sarbanes-Oxley Act 
(tinyurl.com/y9x-ecjsl, section 1107) 
prohibit organizations 

from retaliating against whistleblowers or 
employees whose duties relate to whistle-
blower support. Yet, as this issue of Fraud 
Magazine went to press, the U.S. Supreme 
Court was about to render its verdict in 
Digital Realty Trust, Inc. v. Somers, whose 
outcome might narrow certain whistle-
blowers’ protection from employer retali-
ation (tinyurl.com/yafa53yr). At issue is 
whether Dodd-Frank applies to persons 
who’ve reported fraud other than to the 
Securities and Exchange Commission 
(SEC). The court’s verdict won’t affect 
whistleblowers who file their complaints 
directly with the SEC.

“Companies that ignore these laws 
do so at their peril,” Marks says. But many 
CFEs wonder how they can persuade se-
nior management to carefully share infor-
mation upon discovery of a major internal 
fraud. Marks points to the Yates memo. 
“The SEC will more likely than not come 
after managers who knew of bad behavior 
and didn’t do everything possible to in-
vestigate and end it. You can’t fight fraud 
by hiding it or directing it away from the 
board and external auditors. Instead of 
trying to cover up, management should 
seek more information.”

One source stands out, and CFEs 
should frequently call management’s 
attention to it. Year after year, tips pro-
vide the most leads on undetected fraud 
(ACFE Report to the Nations, ACFE.com/

RTTN). So, why do some companies with 
whistleblower programs still get blind-
sided by fraud? Because their systems 
look fine on paper but fail to measure up 
in actual practice. 

“Tips come in many forms — emails, 
calls to hotlines or customer service, notes 
under doors, conversations with manag-
ers and so on,” Marks explains. “More 
than a few organizations don’t formally 
capture them all. A case management 
system that doesn’t record every allega-
tion and investigation is incomplete. 
When tips die on the vine deep within a 
company, it can’t fully understand its own 
fraud profile or deal with it effectively.”

Operational competence alone won’t 
carry the day, though; strong stewardship 
is also essential. “Some managers think 
setting up a whistleblower program is a fi-
nite task,” says Sean McAuley, CFE, senior 
fraud manager at Anderson, Anderson 
& Brown LLP (AAB), a global chartered 
accountancy and professional services 
firm headquartered in Aberdeen, Scot-
land, capital of the North Sea oil and gas 
industry. “Absolutely not; it’s an ongoing 
responsibility. You can’t just tick the box 
and say, ‘Whistleblower program done!’ 
I’m sorry, but that doesn’t work.”

McAuley, with 25 years of fraud-
fighting experience, leads the AAB 
team providing external whistleblower 
support to companies across the globe. 
“People who report fraud have guts, but 
they’re not stupid or reckless,” he says. 
“A whistleblowing program will never be 
effective if it doesn’t inspire their trust 
and confidence.” 

The best way to get it, he adds, is to 
staff the telephone hotlines and websites 
with experienced anti-fraud professionals 
who understand the technical nuances 
and importance of what whistleblowers 
have to say and how much they risk by 
speaking out. It also means the organiza-
tion immediately acknowledges receipt of 

whistleblowing meant reporting 
anyone who criticized the  
government.

 — Ján Lalka, CFE, founder and managing 
director, Surveilligence

“

“
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their reports, keeps confi-
dential the details they’ve 
revealed about their iden-
tity and ensures it will 
promptly look into the is-
sues they’ve raised. “CFEs 
should help organizations 
get these fundamentals 
right,” McAuley says. “If 
they don’t, their whistle-
blower programs will fail.”

BE QUICK; BE ASTUTE
One of the greatest chal-
lenges in managing a 
whistleblower program 
is prioritizing the tips 
it receives. “Companies 
shouldn’t let low-priority 
reports consume resourc-
es they ought to devote to 
critical tips,” Marks advis-
es. “Besides delaying the 
investigation of serious 
fraud, it exposes them to 
regulatory censure.” 

Marks recommends 
that CFEs advise their cli-
ents to classify and priori-
tize tips into five categories 
— from the least danger-
ous threats, level one, to 
the most dangerous, level five. (See side-
bar “Allegation triage stages” on page 35.) 
“This speeds up and improves the organi-
zation’s response,” he adds. “Say a tipster 
alleges the CFO is manipulating revenue. 
Many companies’ corporate structures are 
complex, especially if they operate in mul-
tiple jurisdictions. You’ve got to identify 
sources of relevant information, gather 
and analyze it, then investigate. That 
takes time, sometimes a lot. You might 
interview some sources a second — even 
third — time to get the whole truth.

“CFEs also should impress upon 
their clients the importance of sharing 

information and seeking the active in-
volvement of groups — for example, HR, 
internal audit, compliance, legal, IT — 
within whose purview each allegation of 
wrongdoing falls,” Marks says.

Internal staff can satisfactorily in-
vestigate allegations assigned to triage 
levels one, two and three. But allegations 
involving legal matters, financial state-
ments or senior managers should be as-
signed to triage levels four or five because 
of their potentially catastrophic effect 
on the organization. Because regulators 
sometimes question the independence 
and professional skepticism of internal 
investigations in such cases, CFEs should 

strongly recommend engaging outside 
investigators to perform them. 

Sometimes, the discovery of addi-
tional information reveals an allegation 
is more serious than originally thought. 
“Then raise the triage level and bring in 
additional groups and skills,” Marks says. 
“And always follow established protocol, 
no matter what. Your clients must never 
defer or shut down an investigation before 
it’s complete.”

PAST BUT NOT FORGOTTEN
In the nearly three decades since the 
former Czechoslovakia’s so-called Velvet 
Revolution and eventual breakup into two 

Sample entity relationship diagram (sources: Ján Lalka, CFE, and Tovek spol s.r.o.)
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independent nations, Czechs and Slovaks 
have lived under nominal democracy, col-
ored by the lingering spirit of the com-
munist regime’s secret police.

“Under them, whistleblowing meant 
reporting anyone who criticized the 
government,” Lalka recalls. Stubborn 
remnants of that negative connotation 
persist to this day, as shown in Transpar-
ency International’s (TI) report, “People 
and Corruption: Europe and Central Asia” 
(tinyurl.com/yatua2rr, page 28), which 
notes that in only six EU member states 
“did a substantial majority of respondents 
say that [whistleblowing] is socially ac-
ceptable: Portugal, Germany, Italy, the UK, 
Sweden and France. … There is a large dif-
ference in results between EU members 
who joined before 2004 and those who 
joined in 2004 or later [including Malta, 
the Czech Republic and Slovakia]. In the 
older member states, 58 per cent of citi-
zens feel it is socially acceptable, but this 
falls to just 31 per cent among the newer 
members.”

Nevertheless, Lalka presses on, in-
vestigating corruption however it comes 
to his attention. With fraud running ram-
pant, companies and whistleblowers both 
seek his help. 

LACK OF FAITH
In one case, the head of internal audit at 
the Slovak subsidiary of a large Western 
European auto manufacturer contact-
ed Lalka for help. Instead of a modern 
whistleblowing system, his company 
had a specially designated postal box 
for anonymously submitting written tips 
about wrongdoing. One such report got 
the audit chief’s attention: A trusted pur-
chasing manager allegedly was collecting 
huge kickbacks from a key supplier of 
the company’s auto parts. Unfortunately, 
neither the chief of internal audit nor his 
staff had the forensic skills necessary to 
conduct an effective investigation.

“Unlike CFEs,” Lalka says, “[the in-
ternal auditors] aren’t trained to think 
like thieves and spot fraud. It would be 
difficult for them to detect the scheme by 
their standard auditing procedures if the 
whistleblower hadn’t alerted them to it.” 
But Lalka and his firm knew exactly what 
to do. In addition to other investigation 
activities, they examined the bid histories 
of the previous few years for the contract 
and found that the purchasing manager 
had repeatedly — on obscure technical 
grounds — disqualified the bids of all 
contractors except the one to whom he 
awarded the contracts. 

“As soon as his favored contractor 
won each contract, the unit price rose a 
little bit,” Lalka recalls. “This was costing 
the company hundreds of thousands of 
euros a year.” Because the volume was 
high and the company never looked at 
the big picture, the fraudulent price hike 
went undetected. But was there proof of 
fraudulent intent?

To find out, Lalka and his team moved 
to the next stage of their investigation. 
First, they performed a “link analysis” 
with Tovek Tools (tinyurl.com/ya94afup), 
which is analytics software compatible 
with IBM’s i2 Analyst Notebook (tinyurl.
com/y8ezk7bp). 

Lalka and his team used Tovek Tools 
to arrange data they’d gathered on indi-
viduals and organizations of interest, and  

Allegation triage stages 
Stage one: Low-level threats 
that don’t indicate any break-
down of internal controls. 
Generally handled by human 
resources and management.

Stage two: More serious 
threats that indicate a deficien-
cy in the design of internal con-
trols. Generally handled by in-
ternal audit and management.

Stage three: Very serious threats 
that involve an override of inter-
nal controls but have a minimal 
impact on the financial state-
ments or the company’s reputa-
tion. Compliance should conduct 
the investigation with assistance 
from internal audit if necessary.

Stage four: Allegations relating 
to a potential material weak-
ness in the financial statements, 
which possibly affects their 
completeness, accuracy, con-
sistency or comparability. The 
allegations don’t appear to in-
volve senior management. The 
general counsel should, under 
attorney-client privilege, direct 
an investigation to be man-
aged by compliance. In such 
cases, it’s advisable to consider 
engaging outside independent 
counsel and forensic accounting 
experts for unvarnished views 
regarding scope, strategy and 
internal and external reporting.

Stage five: Allegations involv-
ing senior manager(s) that 
might damage the company’s 
reputation. The board should 
engage outside independent 
counsel and forensic account-
ing experts. 

Source: Jonathan T. Marks, CFE, CPA

Transparency and swift response 
are key elements in an effective 
whistleblowing program.

 — JONATHAN T. MARKS, CFE, CPA, 
PARTNER, FORENSIC, LITIGATION & 
VALUATION SERVICES, BAKER TILLY

“

“
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exposed previously hidden relationships 
and conflicts of interest. “We checked 
not only the suspect but others from the 
company that might have been in on the 
scheme,” Lalka says. “The only relevant 
links we found, however, were between 
the suspect and the supplier, who lived 
near each other, and with other people 
they both knew from their neighborhood,” 
he adds. (See “Sample entity relationship 
diagram” on page 34.)

But that still wasn’t enough to prove 
intent. “So, we hit the street and discreetly 
questioned [the suspect’s and supplier’s] 
neighbors about their lifestyles, activi-
ties and reputations,” Lalka says. “We also 
asked about their personal relationship, 
if any, and that’s where we hit something 
significant: They’d been friends since el-
ementary school.” 

Lalka reported his findings to the 
head of internal audit and was disap-
pointed but not surprised that the com-
pany decided to close the case. “They 
wrote off the losses and didn’t report the 
case to the police because they doubted 
Slovak law enforcement could handle the 
complicated fraud and recover the stolen 
funds. And they didn’t fire the purchasing 
manager because they feared the com-
pany’s reputation would suffer if his costly 
fraud was revealed,” Lalka says. “They just 
wanted to stop the scheme and were un-
der no illusion that the authorities would 
administer justice.”

Lalka believes the solution is for 
CFEs to keep on working together to de-
feat fraud. “We benefit from the guidance 
and good example of our colleagues in 
Western nations,” he says. “CFEs here 
have greater visibility and prestige than 
when I earned my credential in 2006. 
These days, companies seeking forensic 
services insist that bidders have CFEs on 
their teams.”

ABSOLUTELY USUALLY
“It’s easy for a company to say it 
won’t tolerate any fraud at all,” 
McAuley says. “But its commit-
ment to zero tolerance will be tested 
when a tipster levels a fraud charge 
against its CEO or a senior director.”

McAuley recalls speaking, at 
a client site, to an executive about 
improving his whistleblowing 
program. “I’m all for it, but let’s 
not go too far,” the exec said. “I 
don’t want to be putting out a 
lot of fires.” McAuley quickly in-
formed him that undetected risks 
are usually more dangerous than 
known ones and explained that 
a good whistleblowing program 
would help prevent “fires.” 

He urges CFEs to help their 
clients understand and comply 
with whistleblowing legislation 
in their jurisdictions. “The penal-
ties can be severe for not prevent-
ing bribery and other crimes,” he 
says. (See “Major whistleblowing 
laws” at far right.) 

In the U.K., under the Bribery 
Act 2010, a commercial organiza-
tion is guilty of an offense if someone as-
sociated with it engages in bribery to get 
or keep business or a business advantage 
— unless the organization can show it 
implemented adequate procedures, such 
as a whistleblowing program, to prevent 
bribery. 

“This law is one reason why in the last 
couple of years, we’ve seen a 200 percent-
plus increase in the number of organiza-
tions engaging us,” McAuley says.

ESTABLISHING TRUST
McAuley’s firm, AAB, offers the external 
whistleblower service, “SeeHearSpeakUp.” 
“We receive whistleblower reports on 

behalf of our clients and prepare them for 
investigation, which they usually prefer to 
handle themselves,” he says. But the firm 
also has experienced fraud investigators 
and former police officers fully qualified 
to examine allegations of wrongdoing, if 
a client requests it. “Most callers to our 
service tell us they’re far more comfort-
able contacting an external whistleblow-
ing service than speaking directly to their 
own management,” McAuley says. “That’s 
important to them.”

He adds that the vast majority who 
contact his firm fear reprisals and want 
to remain anonymous. “We thank them 
for having the courage to come forward,” 
he says, “and assure them that whatever 
identification — if any — they provide will 

major whistleblowing laws
Czech Republic: The Czech 
government approved a 
whistleblower law in 2017 but 
hasn’t yet implemented it (ti-
nyurl.com/y7m6csl7). Officially 
and in popular opinion, whistle-
blowing is associated with to-
talitarian repression under the 
former communist regime.

Slovakia: Act No. 307/2014 
Coll. on Certain Measures 
Relating to the Announcement 
of Anti-Social Activities (tinyurl.
com/y8ha27wr).

U.K.: Bribery Act 2010 (tinyurl.
com/y72cwnwr) and Public
Interest Disclosure Act 1998
(tinyurl.com/yapw4slf).

U.S.: Dodd-Frank Wall Street
Reform and Consumer Protec-
tion Act (tinyurl.com/o82u9fu)
and Sarbanes-Oxley Act of
2002 (tinyurl.com/y9xecjsl).
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remain confidential, unless law enforce-
ment requires us to share it with them.” 

 “As part of our service, we also keep 
whistleblowers informed about the sta-
tus of the matters they report. Public sec-
tor organizations are much more likely 
than those in the private sector to share 
investigation outcomes with us,” McAuley 
says. “Sharing that information assures 
whistleblowers that their concerns are 
taken seriously and investigated. Not 
sharing it undermines transparency and 
discourages whistleblowers from using 
the system again.”

HOW THE SYSTEM WORKS
McAuley and his firm devised a simple 
method by which whistleblowers can 
provide information confidentially and 
his firm can communicate with them 
without knowing their identity. “If they 
initially contact us by phone, our call han-
dlers will give them a unique personal ID 
number,” he says. “If the initial contact 
is online, our system will assign the per-
sonal ID number. That number enables 
callers to our telephone lines to come 
back and check the status of whatever 
they reported or to provide more infor-
mation about their concerns.” 

“Our web reporting facility offers 
our clients an alternative reporting 
method,” McAuley adds. “We grant each 
of our clients an individual account on it, 
which they access with a username and 
password that everyone in their organi-
zation shares.” 

For example, one of the firm’s clients 
has 41,000 employees in 100 locations 
around the globe. Any of those employees 
who wanted to make a report would use 
the same client username and password 
to log on to the system. But because they 
each would receive a unique personal 
ID number, the system easily can dis-
tinguish between them and keep their 

reports confidential and separate. When 
an employee submits a report, the infor-
mation is added to the client’s online case 
management system, which immediately 
notifies specially designated contacts at 
each client site.

These individuals, known as “au-
thorized receivers of information,” are 
senior managers in corporate divisions 
best prepared to deal with the most com-
mon forms of fraud. “As part of our ser-
vice, we insist that our clients assign at 
least three or four senior managers to this 
role,” McAuley says.

When someone makes an allegation, 
all authorized receivers of information 
simultaneously receive an email notifying 
them of it. And when authorized receivers 
of information log in, they gain full access 
to that whistleblower report. 

“Of course, there’s a small possibil-
ity that an allegation might be about 
an authorized receiver of information,” 
McAuley says. “In the unlikely event that 
this were to occur, only the other autho-
rized receivers of information would be 
notified and have access to the relevant 
information.”

None of this will work if employees 
don’t know how to make reports through 
the whistleblowing service. McAuley’s 
firm offers online training so that its 

clients can immediately introduce the 
system to all new hires. “We also recom-
mend that all employees periodically take 
refresher training,” he says. “Everyone 
should know how to report fraud prompt-
ly, confidentially and reliably.”

AT THE READY
Whistleblowers and many others anxious-
ly await the U.S. Supreme Court’s verdict in 
Digital Realty Trust, Inc. v. Somers (tinyurl.
com/yafa53yr). The outcome — expected 
soon — could make things riskier in Amer-
ica for some individuals thinking about 
exposing fraud. Of course, whistleblowers 
all around the world face great challenges. 
But in every jurisdiction, CFEs gather at 
conferences, chapter meetings and online 
to exchange insights and identify the best 
ways to fight fraud. Urging clients to fully 
support whistleblowing is one. 

Former heavyweight champion Mike 
Tyson once said that “[e]verybody has a 
plan until they get punched in the mouth.” 
If your clients’ whistleblower programs 
are weak, help beef them up. We always 
aim to stop organizations from getting 
blindsided by fraud. Let’s help them bring 
more allies into the fray.  n FM

Robert Tie, CFE, is a contributing 
writer at Fraud Magazine. His email  
address is: robertxtie@gmail.com.

ONLINE CONTENT

Read a longer version of this article 
at Fraud-Magazine.com that includes 
additional case histories, details of 
an online whistleblower reporting 
system, secure apps for reporting  
and more.

In the May/June issue: Jonathan T. 
Marks, CFE, CPA, further shares his expertise 
in his article on whistleblowers’ dilemma in 
trusting compliance mechanisms.

You can’t just tick the box and say, 
‘Whistleblower program done!’ I’m 
sorry, but that doesn’t work.

 — Sean McAuley, CFE, Senior fraud manager, 
Anderson, Anderson & Brown LLP (AAB)
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