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Agenda
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 NY DFS cybersecurity law

 Compliance timeline

 Changes from proposed to final regulation

 Transitional periods

 Provisions in effect now

 Additional cybersecurity leading practices



Who does this apply to?
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 Financial service companies licensed by or operating in the 

state of New York, including:

– Bank and trust companies

– Insurance companies

– Mortgage lenders

– Investment companies

– Brokers

– Other financial services providers



Section Description

Section 500.02 Cybersecurity Program

Section 500.03 Cybersecurity Policy

Section 500.04 Chief Information Security Officer

Section 500.05 Penetration Testing and Vulnerability 

Assessments

Section 500.06 Audit Trail

Section 500.07 Access Privileges

Section 500.08 Application Security

Section 500.09 Risk Assessment

Section 500.10 Cybersecurity Personnel and Intelligence

Section 500.11 Third Party Information Security Policy

Section 500.12 Multi-Factor Authentication

Section 500.13 Limitations on Data Retention

Section 500.14 Training and Monitoring

Section 500.15 Encryption of Nonpublic Information

Section 500.16 Incident Response Plan

Section 500.17 Notices to Superintendent

[23 NYCRR Part 500 (Financial Services Law)] 

3

NY DFS requirements



Compliance timeline

8
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What’s in effect now?
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Changes from proposed to 

final regulation: Effective 

March 1, 2017

Section Key changes Key considerations

500.01 

Definitions

 Addition of definition of third party service provider.

 Change in the definition of nonpublic information.

 While the definition of non-public 

information has narrowed, entities need to 

clearly understand all  definitions when 

they evaluate compliance with the law.

500.02 

Cybersecurity 

Program

 Ability to leverage the cybersecurity program of an 

affiliate so long as that program covers the entity and 

all information / documentation is available to the 

superintendent upon request.

 While it may be advantageous to leverage 

the cybersecurity program of an affiliate, 

entities must make sure all provisions are 

applicable and still make adjustments as 

appropriate for their specific environment 

and risks.

500.03 

Cybersecurity 

Policy

 Inclusion of concept that policy is based on the 

cybersecurity risk assessment.

 Addition of “asset inventory and device management” 

as a required covered area and the removal of 

“capacity and performance planning.”

 An effective cybersecurity policy 

addresses key risks that an entity faces. 

As such, the foundation of the policy 

should be the entity’s risk assessment.

500.07

Access 

Privilege

 Removal of the words “solely to those individuals who 

require such access to such systems in order to 

perform their responsibilities” as it relates to user 

access to a more relaxed burden “shall limit user 

access privileges.”

 While this appears to have been a relaxed 

requirement, entities will still need controls 

in place  to manage all users to key 

systems, which should be based on their 

specific needs given their role within the 

organization.
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Changes from proposed to 

final regulation: Effective 

March 1, 2017 cont.

Section Key changes Key considerations

500.10 

Cybersecurity 

Personnel and 

Intelligence

 Training for cybersecurity personnel changed from 

required to “must provide for.”

 Language has been added to accept a third party be 

used as cybersecurity personnel; previously, it was 

written that resources had to be “employed.”

 It can be challenging for many 

organizations to maintain the requisite 

cyber knowledge to ‘keep up’ with the 

constantly changing landscape. Entities 

should seriously consider looking to 

outside third party providers to 

complement their talent in-house.

500.16

Incident 

Response Plan

 Nominal verbiage changes, no material impact.  Incident response plans are a critical 

piece of an effective cybersecurity 

program. Similar to business continuity 

and disaster recovery plans, incident 

response plans should be tested often to 

ensure the ability of the entity to execute 

the plan.

500.17

Notices to 

Superintendent

 Addition of a notification requirement, in addition to 

those required by a governmental or regulatory body, 

also included are cybersecurity events which “have a 

reasonable likelihood of materially harming any 

material part of the normal operation(s) of the 

covered entity.”

 The Jan. 15 certification filing deadline for each year 

has been moved to Feb. 15 of each year.

 In order for entities to certify their 

compliance, all the considerations in this 

law need to be addressed, tested and 

monitored on an ongoing basis. 

Governance of the cybersecurity program 

will be a critical component to ensuring 

ongoing compliance.
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Transition period:

Effective March 1, 2018



9

Transition period:

Effective March 1, 2018 cont.

Section Key changes Key considerations

500.04 (b)              

Chief 

Information 

Security Officer 

(CISO)

 New verbiage indicating CISO may be employed by 

an affiliate and authorization to utilize a third party in 

addition to an employee of the covered entity.

 The reporting requirements to the Board of Directors 

(BOD) or governing body changed from bi-annual to 

annual.

 Reporting on the confidentiality provision of the 

program has been restricted to confidentiality of non-

public information from all information systems and a 

materiality consideration has been added to reporting 

on risks.

 Even though the provision allows for 

flexibility in who can serve the CISO role, 

the covered entity is still fully responsible 

for compliance. Consistency in annual 

reporting will be critical to ensure the BOD 

or governing body can understand 

changes in the risk environment.

500.05 

Penetration 

Testing and 

Vulnerability 

Assessments

 Penetration testing was originally required annually 

and vulnerability assessment quarterly. This has 

been softened to annually and bi-annually based on 

the risk assessment.

 Ongoing management of the 

vulnerabilities identified in the 

assessments will be the largest challenge 

of meeting the spirit of this requirement.
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Transition period:

Effective March 1, 2018 cont.

Section Key changes Key considerations

500.09       

Risk

Assessment

 Changed annual requirement to periodic.

 Risk assessment went from being a component to 

the foundation of the cybersecurity program. Is now 

the basis for: Cybersecurity program, the 

cybersecurity policy, penetration testing and 

vulnerability assessments, audit trails, third party 

service provider security polices, multi-factor 

authentication and encryption.

 The basis for many of the law’s other 

requirements starts with an entity’s risk 

assessment. As the foundation of the 

cybersecurity program, entities should not 

underestimate the level of effort required 

to perform an appropriate assessment.

500.12 

Multi-Factor 

Authentication 

(MFA)

 Addition of risk based approach for MFA.

 Flexibility of increased reliance on effective internal 

controls.

 Required use of MFA for database servers has been 

removed.

 Required use of MFA for accessing systems or data 

from an external network has been softened to 

required use to access internal networks from 

external networks, unless the CISO has approved the 

use of “reasonably equivalent” or more secure 

controls.

 While MFA is not specifically required, 

entities should consider implementing 

MFA for key systems to strengthen their 

security posture.

500.14 (b) 

Training and 

Monitoring

 Required regular cybersecurity training has been 

changed such that the entity must provide for regular 

cybersecurity training based on their risk 

assessment.

 Regular training of staff, IT personnel and 

executives remains paramount to maintain 

effective cybersecurity program.
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Transition period:

Effective Sept. 1, 2018
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Transition period:

Effective Sept. 1, 2018 cont.

Section Key changes Key considerations

500.06

Audit Trail

 “Reconstruct all records” became “to the extent 

applicable based on risk.”

 Addition of the word “material” relating to financial 

transactions.

 Elimination of requirements relating to forensic 

reconstruction, specifically over: Data logging, 

protection from tampering, logging of physical access 

to hardware and logging of system events.

 Reduction of six year retention period to five.

 While the regulation now bases the 

requirement on the entity’s risk 

assessment, 500.06.(a).2 still requires 

entities to maintain audit trails that will 

enable effective cyber event detection and 

response. This will continue to be a 

challenge for many organizations.

500.08 

Application 

Security

 Evaluating and assessing all externally developed 

changed to evaluating or assessing of externally 

developed (changed “and” to “or” and removed “all”).

 Changed annual review requirement to periodic.

 The requirement will still be challenging 

for many entities. Secure in-house 

development is a critical control to 

ensuring system security. For third party 

developed applications, it will be important 

for entity’s to obtain assurance from their 

vendors that security testing has been 

performed.

500.13 

Limitations on 

Data Retention

 Timely destruction of data has been changed to 

periodic. Adherence to applicable laws and 

regulations still applies.

 Many organizations will struggle with this 

requirement as the proliferation of data 

across distributed networks and systems 

will make it challenging to ‘prove’ secure 

destruction of all of the data.
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Transition period:

Effective Sept. 1, 2018 cont.

Section Key changes Key considerations

500.14 (a)     

Training and 

Monitoring

 Entities must implement procedures and controls to 

monitor authorized and unauthorized access to non-

public information.

 Monitoring of access to nonpublic data will 

still be challenging and entities will need to 

consider the implementation of systems to 

ensure compliance with this requirement

500.15 

Encryption of 

Nonpublic 

Information

 Encryption of all data has been softened to “shall 

implement controls including encryption.” The word 

“all” has been removed and it is now based in the 

entity’s risk assessment.

 The expiration date of reliance on compensating 

controls for a period of one year (data in transit) and 

five years (data at rest) has been removed and is 

now indefinite hinging on the approval of 

compensating controls by the CISO at least annually.

 While the law does not require encryption 

if it is deemed infeasible, organizations 

still need to evaluate the feasibility and 

develop / implement compensating 

controls to protect the data if they can’t 

encrypt the data. While this may sound 

easier said than done, it will be important 

for entities to document their assessment 

and not just jump to the conclusion that 

compensating controls are the most 

appropriate solution given their systems, 

architectures and data being processed.
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Transition period:

Effective March 1, 2019

Section Key changes Key considerations

500.11      

Third Party 

Service

Provider 

Security Policy

 Reduction of annual requirement to periodic and 

based on risk assessment.

 Removal of the word “prompt” notification relating to 

cybersecurity events at / with third parties.

 Allowance of reliance on the policy of an affiliate 

which is also a covered entity.

 Introduction of the words “to the extent applicable.”

 This will be a challenge for many 

organizations and is reflected in the two 

year transitional period. To ensure 

success, the development of a formal 

vendor management program may be 

required to demonstrate compliance.



Polling question #1 

Looking at the provisions of the NY DFS Cybersecurity Law, 

which section that went into effect on March 1, 2017 does your 

organization need to improve most as of today?
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a) 500.02 Cybersecurity Program

b) 500.03 Cybersecurity Policy

c) 500.07 Access Privileges

d) 500.10 Cybersecurity Personnel and Intelligence

e) 500.16 Incident Response Plan
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What’s in effect now?
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NY DFS - Section 500.01

Key definitions 

Term Definition

Covered Entity  Any person operating under or required to operate under a license, registration, charter, 

certificate, permit, accreditation or similar authorization under the Banking Law, the 

Insurance Law or the Financial Services Law.

Cybersecurity Event  Any act or attempt, successful or unsuccessful, to gain unauthorized access to, disrupt or 

misuse an information system or information stored on such information system.

Information System  A discrete set of electronic information resources organized for the collection, processing, 

maintenance, use, sharing, dissemination or disposition of electronic information, as well as 

any specialized system such as industrial/process controls systems, telephone switching 

and private branch exchange systems and environmental control systems.

Risk Assessment  The risk assessment that each Covered Entity is required to conduct under section 500.09 

of this Part.

Third Party Service Provider  Person that (i) is not an Affiliate of the Covered Entity, (ii) provides services to the Covered 

Entity, and (iii) maintains, processes or otherwise is permitted access to Nonpublic 

Information through its provision of services to the Covered Entity.
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NY DFS - Section 500.01

Key definitions 

Term Definition

Non-public information  All electronic information that is not Publicly Available Information and is:

 Business related information of a Covered Entity the tampering with which, or unauthorized 

disclosure, access or use of which, would cause a material adverse impact to the business, 

operations or security of the Covered Entity.

 Any information concerning an individual which because of name, number, personal mark, 

or other identifier can be used to identify such individual, in combination with any one or 

more of the following data elements: (i) social security number, (ii) drivers’ license number 

or non-driver identification card number, (iii) account number, credit or debit card number, 

(iv) any security code, access code or password that would permit access to an individual’s 

financial account; or (v) biometric records.

 Any information or data, except age or gender, in any form or medium created by, or 

derived  from a health care provider or an individual and that relates to (i) the past, present 

or future physical, mental or behavioral health or condition of any individual or a member of 

the individual's family, (ii) the provision of health care to any individual, or (iii) payment for 

the provision of health care to any individual.

 Person means any individual or any non-governmental entity, including but not limited any 

non- governmental partnership, corporation, branch, agency or Association.
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NY DFS - Section 500.02

Cybersecurity program

> Each covered entity shall maintain a cybersecurity program designed to protect the 

confidentiality, integrity and availability of the covered entity’s information systems

> the cybersecurity program shall be based on the covered entities risk assessment 

and designed to perform the following core cybersecurity functions:

– Identify and assess internal and external cybersecurity risks by, that may 

threaten the security or integrity of the nonpublic information stored on the 

covered entity’s information systems

– Use defensive infrastructure and the implementation of policies and procedures 

to protect the covered entity’s information systems, and the nonpublic information 

stored on those information systems, from unauthorized access, use or other 

malicious acts

– Detect cybersecurity events

– Respond to identified or detected cybersecurity events to mitigate any negative 

effects

– Recover from cybersecurity events and restore normal operations and services

– Fulfill all regulatory reporting obligations
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NY DFS - Section 500.02

Cybersecurity program

> A covered entity may meet the requirements of this part by adopting a cybersecurity 

program maintained by an affiliate, provided that the affiliate’s cybersecurity 

program covers the covered entity’s Information systems and nonpublic information 

and meets the requirements of this part

> All documentation and information relevant to the covered entity’s cybersecurity 

program shall be made available to the superintendent upon request



A robust cybersecurity 

program is critical

GOVERNANCE AND POLICIES

Governance practices

Policies and procedures

Change management

Performance measurement

Enterprise risk management

Business continuity management

CYBERSECURITY PROGRAM

TRAINING & 

COMMUNICATION

Communication with industry 

groups

Awareness training

Cross-area training (IT security, 

audit, engineering)

Skill building:

Security

Security testing

Audit

INCIDENT RESPONSE 

MANAGEMENT

Response plan 

and team

Crisis management

Investigation team

Collaboration with:

Component manufacturers

Service providers

Incident response teams

Law enforcement

CYBER RISK  

ASSESSMENT
Cybersecurity risk assessments

Enterprise risk management linkage

Red team technical assessments

Standards compliance/readiness assessments

CYBERSECURITY 

COUNTERMEASURES
Access management 

Network/infra. security

Change controls

Physical security

Backup

Real-time monitoring

Threat intelligence

Encryption

Secure development 

Third-party control

Personnel security

Antimalware tools

Component cert.

Vulnerability assessment.

MONITORING

Controls assessment

Performance metrics

Systems monitoring

Compliance/certification

External audit

External reporting

Internal audit

Audit committee

21
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NY DFS - Section 500.03

Cybersecurity policy

Each covered entity shall implement and maintain a written 

cybersecurity policy setting forth the covered entity’s policies and 

procedures for the protection of its information systems and 

nonpublic information stored on those information systems. The 

cybersecurity policy shall address, at a minimum, the following areas:

Information security
Data governance 
and classification

Access controls 
and identity 

management

Business continuity 
and disaster 

recovery planning 
and resources

Asset inventory and 
device 

management

Systems operations 
and availability 

concerns

Systems and 
network security

Systems and 
network monitoring

Systems and 
application 

development and 
quality assurance

Physical security 
and environmental 

controls

Customer data 
privacy

Vendor and third-
party service 

provider 
management

Risk assessment Incident response



23

NY DFS - Section 500.04

Chief information security officer

Each covered entity shall designate a qualified individual to serve as 

the covered entity’s chief information security officer (CISO) 

responsible for overseeing and implementing the covered entity’s 

cybersecurity program and enforcing its cybersecurity policy. To the 

extent this requirement is met using third party service providers, the 

covered entity shall:

1) Retain responsibility for compliance with this part

2) Designate a senior member of the covered entity’s personnel 

responsible for direction and oversight of the third party service 

provider

3) Require the third party service provider to maintain a cybersecurity 

program that protects the covered entity in accordance with the 

requirements of this part

Section 500.04 b – CISO Annual Reporting has an 12 month transition period
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NY DFS - Section 500.07

Access privileges

As part of its cybersecurity 

program, based on the 

covered entity’s risk 

assessment each covered 

entity shall limit access 

privileges to information 

systems that provide access 

to nonpublic information 

solely and shall periodically 

review such access privileges



25

NY DFS - Section 500.09

Risk assessment

Each covered entity shall conduct a periodic risk assessment of the 

covered entity’s information systems sufficient to inform the design of 

the cybersecurity program as required by this part. Such risk 

assessment shall be updated as reasonably necessary to

address changes to the covered entity’s information systems, 

nonpublic information or business operations. The covered entity’s 

risk assessment shall allow for revision of controls to respond to 

technological developments and evolving threats and shall consider 

the particular risks of the covered entity’s business operations related 

to cybersecurity, nonpublic information collected or stored, 

information systems utilized and the availability and effectiveness of 

controls to protect nonpublic information and information systems.
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NY DFS - Section 500.09

Risk assessment

> The risk assessment shall be carried out in accordance with written 

policies and procedures and shall be documented. Such policies and 

procedures shall include:

- Criteria for the evaluation and categorization of identified 

cybersecurity risks or threats facing the covered entities

- Criteria for the assessment of the confidentiality, integrity, security 

and availability of the covered entity’s information systems and 

non-public information, including the adequacy of existing 

controls in the context of identified risks

- Requirements describing how identified risks will be mitigated or 

accepted based on the risk assessment and how the 

cybersecurity program will address the risks
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NY DFS - Section 500.10

Cybersecurity personnel 

and intelligence

> Cybersecurity personnel and intelligence. In addition to the 

requirements set forth in 500.04(a), each covered entity shall

- Utilize qualified cybersecurity personnel of the covered entity, 

an affiliate or third party service provider sufficient to manage 

the covered entity’s cybersecurity risks and to perform or 

oversee the performance of the core cybersecurity functions 

specified in section 500.02(b)(1)-(6) of this part

- Provide cybersecurity personnel with cybersecurity update 

and training sufficient to address relevant cybersecurity risks

- Verify that key cybersecurity personnel take steps to maintain 

current knowledge of changing cybersecurity threats and 

countermeasures

> A covered entity may choose to utilize an affiliate or qualified third 

party to assist in complying with the requirements set forth in this 

part, subject to the requirements set forth in section 500.11 of this 

part



Polling question #2 

Considering the skills, experience, credentials and 

competence required to comply with section 500.10, 

Cybersecurity Personnel and Intelligence, how would 

you rate your organizational preparedness?
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a) We have identified a significant skills gap and need to enhance capabilities

b) We have a strong, but limited core team we supplement with service providers

c) We have a comprehensive team and leverage outside expertise as needed

d) We employee an team of industry leading experts
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NY DFS - Section 500.16

Incident response plan

> As part of its cybersecurity program, each covered entity shall establish 

a written incident response plan designed to promptly respond to, and 

recover from, any cybersecurity event materially affecting the 

confidentiality, integrity or availability of the covered entity’s information 

systems or the continuing functionality of any aspect of the covered 

entity’s business or operations

> Such incident response plan shall address the following areas:

The internal 
processes for 

responding to a 
cybersecurity event

The goals of the 
incident response 

plan

The definition of clear 
roles, responsibilities 

and levels of decision-
making authority

External and internal 
communications and 
information sharing

Remediation of any 
identified weaknesses 
in information systems 

and associated 
controls

Documentation and 
reporting regarding 

cybersecurity events 
and related incident 
response activities

The evaluation and 
revision of the incident 

response plan 
following a 

cybersecurity event
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NY DFS - Section 500.17

Notices to superintendent

> Notice of cybersecurity event. Each covered entity shall notify the 

superintendent as promptly as possible but in no event later than 72 hours 

from a determination that a cybersecurity event as follows has occurred:

– Cybersecurity events of which notice is required to be provided to any 

government body, self-regulatory agency or any other supervisory body; 

and

– Cybersecurity events that have a reasonable likelihood of materially 

harming any material part of normal operation(s) of the covered entity
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NY DFS - Section 500.17

Notices to superintendent cont.

> Annually each covered entity shall submit to the superintendent a written 

statement by Feb. 15, in such form set forth as appendix a, certifying that 

the covered entity is in compliance with the requirements set forth in this 

part. Each covered entity shall maintain for examination by the department 

all records, schedules and data supporting this certificate for a period of 

five years

> To the extent a covered entity has identified areas, systems or processes 

that require material improvement, updating or redesign, the covered entity 

shall document the identification and the remedial efforts planned and 

underway to address such areas, systems or processes. Such 

documentation must be available for inspection by the superintendent



Polling question #3 

In addition to protecting non-public information through implementing 

policies, procedures, applications, controls and monitoring, regulatory 

focus on incident response is sharpening. Please select the answer 

which best describes your incident response readiness?
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a) We don’t have formal incident response procedures documented

b) We have incident response policies and procedures, but haven’t tested them

c) We have incident response policies and procedures and have performed 

desktop exercises

d) We maintain robust incident response policies and procedures, perform 

testing frequently with relevant stakeholders and use the results from testing 

to guide IT strategy and investment 



Cybersecurity best practices:

What else you should be 

doing now?

> Enhance documentation:

– Policies and procedures

» Information / cybersecurity

» Acceptable use

» Mobile device

» Data classification

» VPN

» Change management

» Backup and recovery

» Incident response

» Disaster recovery

» Business continuity

» Project management office
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– IT environment documentation

» Organizational chart

» Network diagram

» Application architecture and 

integrations 

» Data flow

» Inventory of hardware

» Inventory of software

» Inventory of vendors and service 

providers



Cybersecurity best practices:

What else you should be 

doing now? Cont.

> Data classification:

– Tier 1: Confidential: Non-public 

consumer information:

» Personally identifiable information (PII) 

» Protected health information (PHI)

– Tier 2: Internal use: Material nonpublic 

information

– Tier 3: Public use: Publicly available 

information
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> Data flow mapping:

– Input (source)

» Mobile app

» Web page

» Agents / brokers

– Processing

» Applications

» Manual (including spreadsheets)

» Third parties

– Output

» Applications

» Third parties

» Internal reporting

» Regulatory reporting
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