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Cloud computing is suddenly all the rage. Turn
on the television and you'll see commercial after
commercial encouraging us to “move to the
cloud.” All the large technology companies are
getting into the game, and smaller ones are also
testing the waters. On June 6, Apple CEO Steve
Jobs announced the company was launching
its cloud music storage service called iCloud. It

seems that you can either jump on the band-
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® wagon or get out of the way because the move
o to the cloud is happening quickly. Now that we
: have seen the hype, do we really understand
PY what it is and how it works, especially as it
) relates to public sector financial management?
[
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Cloud Computing and the Federal Perspective

Not to be left behind, the federal government is planning to move in the direc-
tion of cloud computing. Late last year, the U.S. Chief Information Officer (CIO)
outlined the government’s vision for the future in a 25-Point Implementation
Plan to Reform Federal Information Technology Management, and it clearly includes
cloud computing. Specifically, the plan declared “the federal government will
shift to a “Cloud First’ policy. The government issued an implementation plan in
May 2011, with the strategy to accelerate the safe and secure adoption of cloud
computing.”* And even in these days of federal austerity measures and budget
battles, the government is not scaling back on this effort, with a plan to allocate
$20 billion of the total $80 billion federal IT budget to cloud computing.

What is Cloud Computing?

A little background on cloud computing would help, especially for those of
us whose world involves accounting transactions, accounts receivable, payables,
PP&E, etc. If you do some research, on Wikipedia you will find:

Cloud computing refers to the provision of computational resources on
demand via a computer network. In the traditional model of computing, both
data and software are fully contained on the user’s computer. In cloud com-
puting, the user’s computer may contain almost no software or data (perhaps
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a minimal operating system and web
browser only), serving as little more
than a display terminal for processes
occurring on a network of computers
far away. A common shorthand for a
provider’s cloud computing service,
or even an aggregation of all existing
cloud services, is “the cloud.”?

The National Institute of Standards
and Technology (NIST) is charged
with leading the initiative, and
describes cloud computing as “amodel
for enabling convenient, on-demand
network access to a shared pool of
configurable computing resources (for
example, networks, servers, storage,
applications and services) that can be
rapidly provisioned and released with
minimal management effort or service
provider interaction.”

The U.S. CIO, Vivek Kundra, who
recently left government to enroll in a
fellowship program at Harvard Uni-
versity, envisioned a future in which
the government is more efficient,
agile and innovative through more
effective use of IT investments and by
applying innovations developed in
the private sector—hence, the empha-
sis on moving to the cloud.

A variety of cloud solutions are
available. For example, we have
seen different types of “services”
associated with the cloud, such as
Software-as-a-Service (SaaS), mean-
ing that a local PC accesses software
applications from the cloud servers
rather than locally installed software.
There is also Infrastructure-as-a-Ser-
vice (laaS), which delivers a computer
infrastructure—typically a platform
virtualization environment—as a
service. Rather than purchasing serv-
ers, software, data center space or net-
work equipment, clients instead buy
those resources as a fully outsourced
service* Recent pictures of Apple’s
new enormous iCloud network cen-
ter demonstrate the largess associ-
ated with the IaaS part of the cloud.
Email-as-a-Service (EaaS) is where
cloud (web-based) e-mail resides.

From the perspective of a federal
financial manager, an agency could
be accessing finance and accounting
software (provided by the vendor)
through the cloud, accessing a virtual
platform in the cloud and respond-
ing to e-mails that reside in the cloud,
linking the SaaS, laaS and EaaS
models. The U.S. General Services
Administration (GSA) has recently
announced plans to solicit contrac-
tor support for Platform-as-a-Service
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(PaaS). Apparently, many things can
be performed “as a service.”

Kundra’s implementation plan
called for agencies to identify three
“must move” services, create a plan
for migration to cloud solutions and
retire legacy systems. One must be
fully migrated within 12 months
and the remaining two in 18 months.
Instead of running personal comput-
ers encumbered with loads of data
and software, the government plans
to embrace the SaaS model, and has
established working groups to iden-
tify and develop a set of baseline
functional and technical require-
ments for a government-wide cloud
solution. One of the frontrunners for
this new approach is e-mail. Many
people already rely on cloud-based
e-mail providers, such as Yahoo,
Google and Hotmail.

In early May, the Obama admin-
istration began to move e-mail to the
cloud, when the General Services
Administration released a Request
for Proposal (RFP) valued at $2.5 bil-
lion to move 950,000 e-mail boxes to
the EaaS model.> GSA anticipates it
will realize a 44 percent savings for
e-mail services.®

The federal government on April
27 announced its intention to conduct
a major consolidation of its data cen-
ters, with plans to close 137 of 2,100
centers across government. Then-CIO
Kundra said that the government is
“cracking down on duplicative, unde-
rutilized assets across the federal
government.”” A third of the closed
data centers belong to the National
Aeronautics and Space Adminis-
tration (NASA), which moved to a
shared services model of doing busi-
ness in the early 2000s. This is all in
conjunction with the plan to move at
least three functions for each agency
to the cloud within 18 months.

54 JOURNAL OF GOVERNMENT FINANCIAL MANAGEMENT

Not to be left behind, the U.S.
Department of the Army announced
April 29 that it had transferred some
14,000 e-mail accounts provided by
the Defense Information Systems
Agency (DISA). These cloud-bound
e-mail accounts belong to the Army’s
CIO organization and other commu-
nications units, such as the Network
Enterprise Technology Command
and the Ninth Signal Command. The
Army is also planning to merge some
10,000 e-mail accounts belonging to
Army headquarters by June of this
year. The Army predicts it will save
more than $100 million a year though
the efficiencies gained from the enter-
prise e-mail system, starting in 2013.2

Challenges With the Cloud

It may not be smooth flying to the
cloud. In late April, Amazon’s Elastic
Compute Cloud (EC-2) experienced a
widespread outage that went on for
several days and severely diminished
access to thousands of its clients’
websites, including Netflix and other
large online businesses. While it is
positive that customers did not lose
any significant data through a crash
on a local, personal computer, this sit-
uation does highlight concerns about
a user’s inability to control the dispo-
sition of data that is being hosted by
third-party “cloud” providers, such
as Amazon. This is only one example
of a few recent news stories, and cer-
tainly there are more that never made
it to the press.

These important considerations
need to be included in any implemen-
tation plan to move federal financial
management functions to the cloud
computing model.

Another lesson highlighted from
the Amazon EC-2 meltdown revolves
around diversification of networks
and servers. When considering
where and how to store critical cus-
tomer information, it is important
to consider contingency planning,
disaster recovery and diversification
of location. In other words, don't put
all your data on one cloud. If data is
stored in networks that are clustered
together in a single “cloud” loca-

tion, like some of Amazon’s clients,
chances increase that an IT event or
natural disaster could cause the loss
of all or most of the data. Those cli-
ents of Amazon’s, including Netflix,
who had spread out their data into
different physical locations fared bet-
ter in the recovery process, suffering
only partial outages.

As recently as May 24, Amazon
experienced another cloud-related
setback, when its servers linked to
its much-touted Cloud Player pro-
gram crashed due to an overload of
users purchasing the newest Lady
Gaga album at a highly discounted
99 cents.

If the cloud cannot support over-
zealous Lady Gaga fans, can it handle
the droves of data belonging to the
federal government?

All these considerations need to be
factored into the federal cloud equa-
tion. Given the fact that federal offi-
cials would not want to store sensitive
information in certain countries, such
as Iran, China and Venezuela, for
example, location becomes an impor-
tant consideration for purposes of
system and data security.

Federal Financial
Management Functions—
Moving to the Cloud?

So what does all this mean to the
federal CFO and other senior agency
financial managers? Will financial
management and accounting activi-
ties be strong candidates for func-
tions to be migrated to the cloud?
What are some of the risks involved,
particularly surrounding assurance
of data and security concerns? These
questions merit further exploration
and assessment.

Moving the federal government
to cloud computing has not been
without its vociferous critics. For
example, Linda E. Brooks, the CEO
of a public sector human capital
solutions platform provider, and a
regular contributor to the Huffington
Post, wrote a highly critical piece,
saying, “The administration has not
clearly identified the cloud solution
it wants. The Federal Cloud Comput-
ing Initiative (FCCI) did not provide
clear definition and direction. The
‘cloud’ is a metaphor for the Internet.
It is a style of computing in which
IT-related capabilities are provided
through SaaS, allowing users to
access technology-enabled services
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from the Internet without having to
demonstrate knowledge or expertise
with the technology infrastructure
that supports them or the computing
code that allows it to function. But
not all cloud solutions are created
equal.”” In particular, Brooks is criti-
cal of companies that claim to under-
stand true cloud computing, when in
reality they are merely specialists in
moving activities to the Internet. She
also points to the administration’s
policy mandating that agencies move
to the cloud, while allowing the U.S.
Departments of Veterans Affairs and
Homeland Security as well as the
Office of Personnel Management to
continue to waste billions of dollars
on non-cloud IT projects."

So given a program that is lacking
clear direction and has inconsistent
enforcement, how can federal finan-
cial managers determine if cloud
computing makes sense for them?

Financial Management
Activities—Determining
Candidates for the Cloud

The CFO organization within
any federal agency performs several
financial management-related activi-
ties daily—from the simple (post-
ing a transaction to the accounting
system), to the complex (reconcil-
ing large amounts of financial data
and accounting cleanup). And with
Enterprise Resource Planning (ERP)
solutions up and running at some
agencies, the intricacies of ERP sys-
tems have to be part of the equation.

In any scenario, work surround-
ing core financial management
tasks—accounts receivable, accounts
payable, invoicing, cost accruals,
grants management, reconciliations
and financial reporting—could all
potentially be moved to the cloud
environment. But what assessments
would be needed to determine the
best candidates?

The benefit to the CFO organi-
zation would need to be balanced
against costs. And how would a move
to the cloud affect large ERP solutions
that are already running or currently
being implemented? Again, these are
areas that need to be kept in mind
before declaring an all-out move to
the cloud.
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Case Study: U.S.
Department of Labor

Any discussion about the move to
financial management performed in
the cloud environment should also
include shared services. After all,
what is the cloud but one large shared
services center? Within the federal
government, a fairly early example of
this is the U.S. Department of Labor.

In early 2010, Labor was replacing
its 20-year-old financial management
system, and decided then that a sys-
tem that could be integrated across 22
organizations was the way to go. This
laid the groundwork for an eventual
cloud-based solution, whereby Labor
implemented a financial manage-
ment system through Shared Service
Provider (SSP) Appliance, which is
based on Oracle Financials Release
12, and owned by a private contractor,
Global Computer Enterprises (GCE).

The department decided to move
to a pre-built solution that would
save considerable time, money and
risk, as well as introduce change
simultaneously to users in all its
agencies.! According to Labor and
its provider, the system was running
in 18 months, and under a cost of $10
million. If this is true and can be rep-
licated at other federal agencies, one
would expect the cumulative cost
savings to be significant.

Labor is not limiting itself to finan-
cial management in its migration to
the cloud. The department released a
May 26 Request for Information solic-
iting industry feedback on a planned
migration of its 21,469 e-mail users to
a cloud system. E-mail is one of three
services the department has told the
Office of Management and Budget it
will migrate to the cloud.”

Now, more than a year later, how
is Labor doing under the new shared
services model? Opinions differ
regarding the example at Labor, with
some questioning the true cost of
the program given the re-work and
corrective actions that resulted from
the migration.

Jim Taylor became chief finan-
cial officer at Labor in June 2010. He
describes a legacy financial manage-
ment environment that was plagued
by a 20-year-old, nonintegrated
system of batch programs character-
ized by poorly defined processes,
few controls and reliant on data

calls to perform financial reporting.
The department also had a history
of failed financial modernization
initiatives, at a cost of more than
$35 million, which resulted in no
improvements to financial manage-
ment and accountability.

Taylor has served for years in
senior financial management posi-
tions while at both the U.S. Depart-
ment of Commerce and the Federal
Emergency Management Agency. He
favors the move to integrated, shared
services for financial management
operations. He notes, “I have been
through this process several times
before, from the stand-alone sys-
tems, custom systems, and I believe
in this model.”

He is familiar with the model at
Labor, having started in the early
planning stages in October 2009, as
a special detail to the secretary, then
more recently as the CFO, although
the planning for the financial system
actually occurred before 2008. The
contract for the project was signed
in June 2008. Taylor was on detail to
help the system go live, which it did
in January 2010. The department is
not going solo on this effort, however,
with OMB closely involved and mon-
itoring performance at Labor.

Taylor believes the successes at
Labor can be replicated across other
federal agencies, given proper con-
siderations of scale and planning.
“One of the early challenges we had
occurred when we were hit with a
significant increase in scale, result-
ing from a four-fold increase in the
number of users compared with the
legacy system. This had not been
anticipated in the original project
scope, and in the end, it cost us in
money and effort.”

Labor has experienced its share of
challenges with its move to a cloud
environment. In addition to the “siz-
ing” issue—going from a legacy,
batch system to a “real time” system—
issues related to training and process
changes arose and became more
critical. And these business process
changes ran the spectrum of finan-
cial management activities, to include
human resources, travel, procure-
ment, invoicing, etc. A symptom of
these process changes was a tripling
of fees related to Prompt Payment Act
requirements, and what Taylor refers
to as “huge training issues.”
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Labor also experienced problems
related to data conversion, testing,
operational issues and financial
reporting. These resulted in addi-
tional efforts and added cost in the
fourth quarter 2010. Ultimately, Labor
went through a major effort to cor-
rect data errors and discrepancies,
while keeping the grants manage-
ment program moving. When the
dust settled, the department’s auditor,
KPMG, issued a disclaimer on Labor’s
2010 financial statements, after more
than a decade of unqualified opin-
ions. KPMG cited large discrepancies
related to the department’s liabilities,
which appeared to be linked to the
new financial management system,
New Core Financial Management
System (NCFMS). Since then, KPMG
has upgraded its audit opinion to
“unqualified” based on the depart-
ment’s major cleanup and reconcilia-
tion efforts.

Overall, Taylor is optimistic about
the state of financial affairs at Labor
and pointed to automated processes
(such as invoice processing and
approval), increased efficiencies in
financial reporting and a normaliza-
tion of business operations. Taylor
said Labor is now able to send the
right performance and financial data
to key managers in vastly less time.
Additionally, these gains will be
reported by the Obama Administra-
tion as it rolls out its Performance.
gov accountability tool.

And the gains are not only opera-
tional, but financial as well. Labor
reports that the cloud initiative
ended up costing less than $10 mil-
lion because it was a pre-configured,
scalable system with no infrastruc-
ture. In fact, the provider for the SSP-
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Appliance owns the hardware that
is used across the department for
this system.

In response to skeptics who claim
the solution at Labor is not a true
cloud implementation, Taylor said he
does “not lose sleep over the defini-
tion. If it walks like a cloud, looks like
a cloud, then it’s a cloud.” From the
CFO’s perspective, he is more con-
cerned about operational efficiency,
accountability and gains in financial
reporting. Whatever people may
want to call it, according to the CFO,
it works for the department.

Taylor said the one piece of advice
he would give to financial managers
at the beginning stages of rolling out
a cloud-based solution would be to
focus on the “business processes” that
result from a new system. The end
users should be fully involved in the
implementation to ensure they under-
stand the implications to changes in
business processes and both the “as
is” and “to be” environments that
result from this type of system change.
Again, training considerations must
be part of the equation.

Taylor said cloud computing is
certainly not a “magic bullet” and all
implementations struggle with simi-
lar issues—business process changes,
data cleanup and conversion, and the
risk of losing clean audit opinions
due to these types of challenges. To
assess the true cost of this type of
program, factor in the re-work that is
associated with the effort during and
after implementation. Some argue, for
example, that the true costs to Labor
are significantly higher than the $10
million reported when all efforts are
factored into the equation, and could
be closer to $50 million.

Equal Employment Oppor-
tunity Commission (EEOC),
Looking at the Cloud

The Equal Employment Oppor-
tunity Commission (EEOC), a com-
paratively small independent federal
agency, announced in March that it is
also moving to a cloud-based solution
for its financial management opera-
tions. The EEOC signed a five-year
contract with a local service provider,
which has a base period of 20 months
with four one-year options.

Thecontractisworthup to$10million
if all options are exercised. In addition
to supplying all necessary hardware,
software and communications for
hosting, the contractor is expected to
perform full-service accounting opera-
tions and transaction processing for the
commission, including invoice process-
ing and travel management. The goal is
for the new system to comply with fed-
eral accounting and system standards
as well as improve financial manage-
ment performance and cost controls.”

Jeffrey Smith, EEOC chief finan-
cial officer, is leading the project,
and he explained that the EEOC has
been operating in a shared services
environment for about 10 years,
provided by the National Business
Center (NBC). EEOC will be transi-
tioning from Momentum to the new
solution. A major EEOC goal was
to reduce its operating and main-
tenance (O&M) costs, and the new
system would result in a 40 percent
reduction in cost compared with
what is being paid to the NBC.

Currently, EEOC receives clean
audit opinions and has carefully
planned its total user licenses to
avoid related challenges down the
road. Smith said the commission has
no issues related to data integrity and
cleanup. All in all, the EEOC is pre-
dicting a smooth, on-budget transi-
tion to its go-live date of October 3.

Naturally, since it is very early
in the process for the EEOC, poten-
tial challenges and ultimate lessons
learned remain to be seen.

Security Considerations,
Information Assurance and
Audit Considerations

Security concerns have always been
and will continue to pose challenges for
federal IT managers, and the move to
the cloud will be no different. Questions
about access to sensitive government
data and unauthorized breaches into
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federal systems surround the debate
over cloud computing. According to
a panel of federal technology leaders
that convened in early May, “The great-
est hurdle to moving vital government
data and programs into the cloud is
federal executives’ confidence in out-
side security systems.”* To address
security concerns, the Obama adminis-
tration is developing a program called
Federal Risk and Authorization Man-
agement Program (FedRAMP), with
the goal of establishing a standardized
government review of private sector
information technology so individual
companies’ offerings will not have to
be reviewed and approved by multiple
departments and agencies.””

Although promising, FedRAMP,
which will be run by GSA, has not alle-
viated all concern over data security
in the cloud, and some federal leaders
remain apprehensive about turning
over large volumes of sensitive data
that will reside in remote cloud clus-
ters of networks. As seen with recent
problems in Amazon'’s cloud network,
these concerns are not insignificant.

The real question revolves around
security of federal systems and data
as a whole, and is certainly not spe-
cific to cloud computing alone. In
today’s federal IT environment, secu-
rity remains a major issue particu-
larly as it relates to access to sensitive
systems and classified information.
Moving to the cloud will not neces-
sarily elevate security concerns to
new highs, but will rather keep the
same focus on them as they exist in
the current environment. In the end,
they will not be going away.

Any thought of handing over large
amounts of federal government-
owned data to another party elicits
concerns about assuring data integ-
rity, continuity of operations and
disaster recovery. Again, the Amazon
example demonstrates that a cloud
solution is not without risks.

In assessing whether a cloud solu-
tion makes sense, considerations need
to include how to defend applications
and data from potential malicious
attacks, and providers need to prepare
and undergo all the required certifica-
tions and accreditations for a cloud
infrastructure. These types of tasks
require highly skilled and certified staff
in addition to meticulous planning,

Recently, the Information Security
and Identity Management Commit-
tee (ISIMC) of the federal CIO Council
released its strategy and guidelines
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for the use of cloud computing. Spe-
cifically, the ISIMC outlined a series
of measures and controls to be put
into place for any federal cloud solu-
tion, to include:

The cloud environment must have
verified, auditable controls to
provide assurances to users that it
will not cause them harm.

The cloud environment must be
robust and complete in its defen-
sible architecture and controls.

The cloud environment must pro-
vide rapid and automated defense
and response, such as malware
detection, audit, identification and
access controls.

The cloud environment must be
able to address the intellectual capa-
bility of the attacker, and include
robust architecture, standardiza-
tion, risk assessment and policy
training for human defenders.'®

Typically, shared service providers
are required to produce annual audited
assurance statements to its users and
federal clients. Similar statements need
to be included as part of a shared ser-
vices solution based in the cloud. And
what about the response from the audit
community? Federal cloud computing
is so new that the audit community has
yet to weigh in with its thoughts.

Concluding Thoughts on
Moving Forward with
Cloud Computing

Whether it is simply another ver-
sion of shared services, or a new
concept, it appears that cloud com-
puting is here to stay, at least for the
foreseeable future. And it is clear that
the potential gains in operational effi-
ciency and cost savings are signifi-
cant, and that it makes overall good
business sense for the federal govern-
ment to adopt proven best practices
from the commercial world. While
the potential exists for major savings,
during the early phases of this move-
ment, they are difficult to quantify
given the challenges of security, busi-
ness processes, data cleanup, etc. Like
any good thing, important consider-
ations must be part of the equation.
It will be important to assess those
activities that are best served to move
to the cloud, analyze the costs versus
benefits, and ensure that security and
information assurance concerns are
an integral part of the planning.
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